Attachment 4: CSCCS On-Site Inspection Required Review Criteria -

SAMPLE
(Required criteria may be changed at CSCCS’ discretion. Type in block spaces [ ] )

Business Name: [ ] dba: [ ]
Industry Type: [ |

Dae:[ 7 4 1

Contact: [ |

Title: [ |

Address: [ ]

City: [ ] State: [ 1 Zip: [ |

Phone: 123-555-5555

DIGITAL PHOTOS: Number of photos to take: Inspection requires at least three (3) photos. 1) exterior (building and or sign or a
combination of both), 2) interior of office space, merchandise /product, if any is present or the actual workspace, i.e. computer,
files, desk, and one showing locked office door or locked filing cabinet and a 3) photo of the business license if posted. All
photographs must be clear. Please document any suspicious activity, as possible, with other photos. If the on-site inspection is
being conducted at a residence-based location, a 360 degree photo must be provided of the work area to ensure it is restricted
from general living spaces within the residence.

AREAS OF REVIEW AND REQUIRED RESPONSES:

Physical Location

1. a)Is the company located at the exact address stated on the Inspection | a)
Request Form? b) Yes/no, please explain any discrepancy. ¢) Does b)
the location seem appropriate for the type business? d) Provide brief
explanation. e) Is there a permanent (can not be moved) sign that
identifies the exact name of the company and where is it located? N If | d)

c)

not, what is the name used and/or where is it located? e)
f
2. a) Is the office located in a: commercial building, storefront, private a)

residence (house, apartment, mobile home or trailer), house converted | )
strictly for business (no living quarters at all)? b) Is the office located
in an executive suite (i.e. shared receptionist with other companies

within a commercial building)? ¢) If yes, provide landlord or building | d)
mgmt office name and phone number. d) Does the facility look likea | g)
permanent office location? e) If not, explain.

c)

3. a) Is the office space shared with another business? b) If yes, whatis | a)
the name and what type of service do they provide? ¢) Is it separated | )
from the other business with a lockable door? d) What is the

relationship between the companies? ;)
)
4.  Obtain website address(s). a)

5. a) Is there evidence that this is an active business? b) Are employees a)
present, client files, etc?

6. a) What service(s) does it appear they provide (e.g. is there presence a)
of inventory indicative of a retailer, do they serve consumers or other |
businesses, is there presence of equipment indicative of a leasing
company. etc)?. b) Ask the question “What types of services and
products are provided™?

7. a) Is there evidence (advertising, letterhead, business cards, etc.) that a)
the company is involved in or associated with credit repair, legal b)
services of any kind, private investigation, consumer debt counseling,

pornography or related business, bail bonding activity or any illegal ©)
activity? b) If yes, please explain. ¢) Secure copies of any applicable
literature.
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Suspicious Activity

8. a) Is there evidence of any suspicious activity? b) If yes, please a)
explain. c¢) Please note any positive or negative observation related to b)
security of premises, workstations, files, etc. )

c

9. a) Is the contact too nice, 0o angry, evasive, or too inquisitive a)
(attempting to understand/influence inspection process)?

10. a) Does the contact have difficulty describing the nature of the a)
business? b) Does the contact have difficulty describing the products
and services?

1. a) When scheduling the appointment, was the phone answered in a a)
personal capacity, or with another name or a general name, in such as
“corporate office” or a vague voice mail message?

12. a) Were there any problems in scheduling the physical inspection? a)

13. a) Can the contact only be reached by mobile phone? a)

14. If available, did discussions with receptionist, secretary, or other
employee conflict with other information provided or raise suspicions?

Security (Physical/Access Documentation Security)

15. a) What security features are utilized and/or present at the client’s a)
location? For example, door, locks, etc2 b) What are the hours of b)
operation and who can get in when? ¢) Is there a security system :
present? d) Is there a security guard on duty? e) If so, is one present 24 c)
hours or just during the day? d)

c)

16. a) How are credit reports secured? b) Is there a lock on the door to the | a)
office space or locked filing cabinet? (Is the office secured from the b)
rest of the home?) If No, please ask how others are kept out of the
office space. c) Is the office space separated from living quarters (i.c. ©
no bed or toys in the room, no clothes in the closet and no items
present in the room that do not relate to the daily functioning of the
business)? If no, please explain:

17. a) Does the office space have appropriate furnishings: office a)
equipment, telephones, and trade association plaques? b) Are b)
customer files present?

18. Disposal of sensitive information: a) Shredders? b) Are the shredder a)
bins locked or can anyone get access? ¢) If they do not have a b)
shredder, how do they dispose of sensitive information? o)

19. a) Is the company server located in a secure location? Please explain. | a)

more than 2 years, or both.

have visited and inspected the premises described and concluded that

njll of the above information is correct. Photos are being forwarded expeditiously. I also acknowledge that I u.nderstand that the
Federal Fair Credit Reporting Act requires that any person who knowingly and willfully obtains information on a consumer
from a consumer reporting agency under false pretenses may be fined under Title 18, United States Code, imprisoned for not

Inspector Signature

Phone Number

Date Inspected: Person Interviewed:

Title:
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Attachment 3: CSCCS Third Party On-Site Inspection Vendors

(NOTE: Resellers that wish to obtain CSCCS rates from any of the following approved vendors will be
required to identify themselves as CSCCS Resellers when setting up service contracts with the vendor.)

ComplyTraq

ComplyTraq was formed in response to the growing need of organizations that furnish consumers’
personal information to third parties to know who they are dealing with. ComplyTraq helps them
authenticate their customers and provide them with state- of- the- art policies including credentialing,
auditing and compliance, in light of the continuing risks of misuse of consumers’ personal information
by unscrupulous individuals. The need for the services of ComplyTraq is evident from the documented
increase in identity theft and the recently publicized security breaches occurring at financial institutions,
universities and information companies

Accordingly, ComplyTraq provides services for meeting the unique needs of providers of personal credit
data in assuring that resellers of their consumer reports conduct full compliance programs and conduct
on-site visits. ComplyTraq helps authenticate users of consumer information as well as provides
compliance, credentialing, audit and training services to the many businesses that furnish or use
consumer information.

Services

* Credentialing — Proper credentialing of users who access consumer information, manage risk and meet
FCRA compliance requirements is critical. ComplyTraq’s credentialing service takes the steps required
to assure that end users are a bona fide business, have permissible purpose and the proper documentation
necessary for compliance. Credentialing includes business and principal identity verification and
background checks, reference and bank verification, on-site physical inspection, plus other services.
While ComplyTraq can provide stand- alone physical Inspections, the company believes complete
credentialing is necessary to assure proper identification of end users.

e On-Site Physical Inspections — ComplyTraq offers comprehensive on-site inspection services which
include a documented checklist, photographs of inventory and marketing materials..

e Training — Training employees and r customers on compliance and proper uses of information is critical
for both implementation and follow-up audits. ComplyTraq has designed a training program based on the
services utilized in conjunction with the Consumer Data Industry Association.

Auditing — ComplyTraq provides a complete audit service to assure that users of consumer information are
in compliance with the contracts under which they operate and continue to use information for
permissible purposes.

e Insurance — ComplyTraq’s credentialing services include a comprehensive insurance policy. This policy
provides its business customers with insurance to cover legal fees, government fines and costs of
notification to the consumers, should ComplyTraq's credentialing process fail to detect a fraudulent end
user who then obtains information without authorization. ComplyTrag will also provide to each
consumer who is affected as a result of such a breach, credit insurance coverage and a free one-year
access to myfico.com credit monitoring and restoration services.

Consumer data theft is rampant and unauthorized use of data without permissible purpose or proper
business validation can be devastating to businesses. The ComplyTraq program provides a solution for
outsourcing the compliance knowledge and expertise needed in handling consumer information.

For More Information
Go to www.ComplyTrag.com, or email them at Info@ ComplyTrag.com or call 1-800-849-4960
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